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Measuring Online Trust of Websites:

















As the use of the web for ecommerce and information access continues to expand, user trust of websites has come under
inspection. Empirical study of online trust is constrained by the shortage of high-quality measures of general online trust. The
development of such measures is a priority for MIS researchers. This paper presents a new instrument for use in studying
trust of an individual in a given website. The instrument was tested with two different websites in an experiment conducted in
a controlled setting. The items in the instrument were analyzed using a confirmatory factor analysis with a split-sample
approach. This process resulted in an instrument of high reliability whose components are unidimensional and whose
constructs show high convergent and discriminant validity.
Keywords
Trust, online trust, e-commerce, website
INTRODUCTION
The use of the web continues to expand at an unprecedented rate worldwide. In the US alone, 70 million adults per day use
the Internet to communicate, conduct transactions, and seek information (Rainie and Horrigan, 2004). As a result, factors that
may influence its effectiveness are coming under inspection. Key among these is consumer trust of websites.
Initial empirical study of online trust has focused on understanding the enormous body of offline trust research and proposing
online trust models (see, for example, Corritore, Kracher, and Wiedenbeck, 2003). At this point, empirical examination of
online trust is being constrained by the shortage of good validated measures of online trust and its antecedents (Bhattacherjee,
2002; McKnight, Choudhury, and Kacmar, 2002b). The challenge to MIS researchers is simple:  to develop valid and reliable
online trust instruments for empirically researching online trust.
The  purpose  of  this  research  was  to  address  the  ability  of  our  instrument  items to  measure  the  components  of  a  model  of
online trust proposed by Corritore et al. (2003).  The goal was to establish a parsimonious version of the instrument and to
verify its convergent and discriminant validity, together with the unidimensionality of each of its elements, in the effort to
operationalize the model for online trust. The paper begins with an overview of relevant literature and the online trust model
upon which the items are based. Next is a description of the methodology employed. This is followed by the results of the
data analysis, which are based on a split-sample confirmatory factor analysis. Finally the results of the study are discussed
and implications for future research are given.
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LITERATURE REVIEW
Trust in the Offline and Online Worlds
Trust in the offline world has been a topic of research in many disciplines since the 1950s. A complete review of the
extensive offline trust literature is outside of the scope and space limitation of this paper. For a detailed treatment of the topic,
see Corritore et. al. (2003).
Online trust is a growing area of research and too sizeable to detail here. However, one advance deserves mention, namely,
how website design conveys trustworthiness to users. Specific design aspects found to have an effect on online
trustworthiness include ease of navigation (Cheskin/Sapient, 1999), good use of visual design elements (Kim and Moon,
1998), an overall professional look of the website (Belanger, Hiller, and Smith, 2002; Kim and Stoel, 2004), and ease of
carrying out transactions (Nielsen, Molich, Snyder, and Farrell, 2000). Providing content that is appropriate and useful to the
target audience has been identified as a strong cue to trustworthiness (Shelat and Egger, 2002) while mixing advertisements
and content is a negative cue (Jenkins, Corritore, and Wiedenbeck, 2003). Similarly, conveying expertise, providing
comprehensive information, and projecting honesty, lack of bias, and shared values between the website and the user promote
the perception of trustworthiness (Fogg, Marshall, Kameda, Solomon, Rangnekar, Boyd, and Brown, 2001). In contrast, poor
website maintenance appears to affect the perception of trustworthiness negatively (Nielsen et al., 2000).
The Measurement of Online Trust
Thus far, online trust instrument development is performed by researchers who are developing and empirically testing tools,
but are hampered by their tools either being very specific to one vendor (Bhattacherjee, 2002; Gefen, 2000), lacking control
of the experimental process (McKnight et al., 2002b), lacking rigorous validation (Einwiller, 2003; Walczuch and Lundgren,
2004), or use of retrospective data perhaps making the research results less convincing (Bhattacherjee, 2002; Einwiller, 2003;
Gefen, Karahanna, and Straub, 2003b; Kim and Stoel, 2004). Additionally, many examine trust in the vendor or firm behind
the website – making them more conceptually related to the concept of firm or organizational trust (Bhattacherjee, 2002;
Einwiller, 2003; Gefen, 2000). Several studies examine trust as one of several factors ultimately affecting some subsequent
construct such as intention to transact. Hence, their focus is not on trust and its’ antecedents (Bhattacherjee, 2002; Einwiller,
2003; Gefen, Karahanna, and Straub, 2003a, 2003b).  Additionally, some tools, while asking about trust in e-retailers in
general, also focus on specifics such as trust in online shopping, technical security, advertising, and ethical use of customer
information (Kim and Stoel, 2004; Walczuch and Lundgren 2004). All of this points to a need for a meta-level tool to
measure online trust.
THE MODEL OF ONLINE TRUST
We use Corritore’s et. al. (2003) model of online trust that specifies trust antecedents identified by extensive offline research
that was deemed applicable in an online environment (see Figure 1). The model describes online trust at an abstract rather
than an operational level so that it can be potentially useful in a wide variety of contexts. For extended discussion of the
model see Corritore et al. (2003).
Figure 1: Model of Online Trust
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Model Elements
The model identifies two main categories of factors that can impact an individual’s degree of trust in a website. These are
external factors and the individual trustor’s perception of these factors. We propose that the perception of three factors, i.e.,
credibility, ease of use, and risk, impact a decision to trust in an online environment.
External factors
External factors are aspects of the environment, both physical and psychological, surrounding a specific online trust situation.
These factors, represented by a square in Figure 1, include characteristics of the trustor, the object of trust (the website) and
the situation. Some examples of external factors related to the trustor are the trustor’s general propensity to trust and
experience with Web technologies (McKnight, Choudhury, and Kacmar, 2002a). Possible external factors related to the
object of trust (the website) would include navigational architecture, interface design elements, information content accuracy,
and reputation (Kim and Moon, 1998; Cheskin/Sapient, 1999; Fogg et al., 2001). Finally, possible external factors inherent in
a trust situation could include the control the user has in interacting with the website.
Perceived Factors
A key dimension of our model is that online trust is a perceptual experience of external factors which gives rise to individual
differences in trust, an assertion supported by others (Deutsch, 1958; Muir and Moray, 1996; Rotter, 1980). The perception of
external factors falls into three groups: credibility, ease of use, and risk.
Perception of credibility is comprised of four dimensions: honesty, expertise, predictability, and reputation. These have been
repeatedly identified as important characteristics of an object of trust in previous research of both online and offline trust (for
example, Deutsch, 1958; Giddens, 1990; Nielsen et al., 2000; Fogg et al., 2001; McKnight et al., 2002b; Einwiller, 2003).
Perception of ease of use reflects how simple the website is to use. Ease of use is a construct of the widely used Technology
Acceptance Model (Davis, 1989). Davis’s definition of ease of use focuses on how easily users can achieve their goals using
a computer.  Other studies have also indicated that ease of use impacts online trust (Pavlou, 2001; Gefen et al., 2003b).
Perception of risk has been identified as a significant factor in trust in the offline and online trust literature (Giddens, 1990;
Snijders and Keren, 1999). Risk is the likelihood of an undesirable outcome (Deutsch, 1958). Users’ perceptions of risk are
closely related to their trust (Mayer, Davis, and Schoorman, 1995).
Relationships of Model Elements
The model of online trust contains relationships among external factors, perceived factors, and trust. Trust is a complex,
multi-dimensional concept, which is reflected by the relationships among the factors in the model. There are three types of
these relationships in the model:
• external factors to perceived factors
• perceived factors to perceived factors
• perceived factors to trust
A lack of previous research clarifying these relationships has led to a hypothesis of what they might be. Consequently, the
model identified what are believed to be reasonable relationships, which are shown in Figure 1. For extended discussion of
the model see Corritore et al (2003).
METHDOLOGY
Participants
The participants were 209 students enrolled in undergraduate and graduate business and pharmacy courses at a mid-sized
university in the central United States. Participants were recruited through the instructors of the courses. Participation was
voluntary. Students who agreed to participate received a small amount of extra credit in their courses.
Materials
Two familiar, widely used commercial websites were used that were in two distinct domains, healthcare
(www.WebMD.com) and finance (Finance.Yahoo.com). One was informational and the other was both informational and
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transactional. Three tasks were devised for each website for the purpose of allowing participants to view and interact with the
website.
The instrument items used were developed and refined over the course of several years. This included establishment of face
and content validity for each item and the instrument as a whole (see Corritore et al., 2003; Thomas, Corritore, Kracher and
Wiedenbeck, 2003) as recommended by Trauth (1997).  The outcome is a set of 34 Likert-type items that appear to
encompass the model constructs. Items for each of the sub-concepts of the Credibility construct are part of the set. The
instrument was embedded in the research website used by the participants.
Procedure
The study was carried out in 5 group sessions of up to 40 minutes each. Sessions took place in classrooms equipped with PCs
with broadband. Each participant sat at a computer and worked independently with one website. All data were collected by
the research website. Participants carried out three timed tasks on their assigned website, then filled out our 34-item online
instrument with respect to their website interaction. The participant answers were emailed to researchers automatically.
RESULTS
Initially, the data were examined for the presence of a factor structure which resembles the constructs postulated in the model
for online trust.  The postulated structure is shown in Table 1, which also lists the 34 survey items, and includes component
substructures of the Credibility construct, containing item groupings for website Honesty, Expertise, Reputation, and
Predictability.
All 7 groupings were tested.  A principle component (exploratory) factor analysis was performed, using verimax rotation and
fairly standard cutoff values of 1.0 for eigenvalues and 0.5 for factor loading.  All 34 instrument items loaded on 6 different
factors and, with two exceptions, grouped themselves as specified in the model.  It was therefore decided to preserve the
distinction between these components in the further analysis. The items written for website Honesty and website Expertise all
loaded on the same factor, indicating the lack of strong distinction between these perceptions in the minds of our participants.
Table 1 shows factor loadings, eigenvalues, and explained variance for each of the factors, as well as Cronbach alpha values
above 0.842 for all six factors indicating strong reliability for these initial measures.  The cross loadings of items 10 and 15
constituted reason to drop these items for the subsequent confirmatory factor analysis.  It was judged that item 34, on the
other hand, had sufficient theoretical basis to leave it in the instrument and subject it to further analysis.
Confirmatory Factor Analysis
We next used a confirmatory factor analysis approach to the assessment of the measurement model described above.  The
data were analyzed using a split sample approach, as espoused and practiced by Segars and colleagues (Segars, 1997; Segars
and Grover, 1993), where a holdout sample of data was reserved to test the CFA model after respecification was finished.  As
pointed out by Byrne (2001), when we begin any post hoc model fitting, we have moved out of confirmatory mode and into
data-driven exploratory analysis.  It is therefore important to cross-validate the result of our work with a fresh sample.
Hence, the CFA analysis was done with 111 randomly selected cases from the data set and the remaining 98 cases were held
out of the analysis for subsequent validation.
Following the standard process of CFA (Segars and Grover, 1993), we produced successive modifications of the model to
increase its parsimony and improve its fit  to the observed data.  Items were dropped from the model, one at a time, which
shared a high residual variance with other items or which exhibited high cross-correlation with other items or model factors.
AMOS 5.0 was utilized for this.  Values greater than 2.58 in the standardized residual covariance matrix (Segars and Grover,
1993) and modification index values greater than the critical threshold of 5.0 (Segars, 1997) were used to flag items for
deletion.  Before deletion, each item to be dropped was first evaluated with respect to its theoretical foundations and its
reason for inclusion in the original model.
The resulting instrument contained 18 items, including 4 from the Risk factor grouping, 3 each from the Honesty/Expertise
factor and the PEOU factor, and 2 each from the Reputation, Predictability, and Trust factors.  These 18 items are bolded in
Table 1.  This CFA model showed a very good fit to the data, as evidenced by the goodness of fit statistics generated with its
run.  The model’s chi-square statistic was 96.228, which, with 120 degrees of freedom, evinced a p-value of 0.946.  This
indicates that we would not reject the hypothesis of fit here, which is the desirable circumstance.  Values of 0.917, 0.881,
1.000, 0.935, and 0.029 for the GFI, AGFI, CFI, NFI and RMR, respectively, all meet or exceed their respective thresholds of
0.90, 0.80, 0.90, 0.90, and 0.05 (Gefen et al., 2003b).
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Construct and Eigen- Variance Factor Cronbach’s
component items value explained loading alpha
Honesty 14.672 43.15% 0.936
I1. The website provides truthful information. 0.631
 I2. The website reflects integrity. 0.650
I3. The information provided by the website is believable. 0.753
 I4. The products/information provided by the website are dependable. 0.679
 I5. The website is honest. 0.805
(Expertise)
I6. The content of the website reflects competency. 0.692
 I7. The website content reflects mastery of knowledge. 0.761
 I8. The website is qualified in this field. 0.740
I9. The website content reflects expertise. 0.779
Reputation 1.243 3.657 0.937
 I10. The website is reputable.* 0.670
 I11. The website is highly regarded. 0.731
I12. The website is respected. 0.784
I13. The website has a good reputation. 0.735
Predictability 1.403 4.125 0.889
I14. The website content is what I expected. 0.534
 I15. My interaction with the website went as I expected. ** 0.469
I16. There were no surprises in how the website responded to my actions. 0.653
I17. The website is what I anticipated. 0.673
I18. I find it predictable that the website has the type of content it does. 0.752
I19. The website content is predictable. 0.763
Perceived ease of use 2.703 7.951 0.950
I20. Learning to operate this website was easy for me. 0.890
I21. I found it easy to get this website to do what I wanted it to do. 0.899
 I22. I found it easy for me to become skillful at using the site. 0.861
I23.  I found the website easy to use. 0.909
Risk 3.878 11.406 0.908
 I24. I feel vulnerable when I interact with this website. 0.636
 I25. I believe that there could be negative consequences from using this website. 0.780
 I26. I am taking a chance interacting with this website. 0.758
I27. I feel it is unsafe to interact with this website. 0.803
 I28. I feel that the risks outweigh the benefits of using this website. 0.756
I29. I feel I must be cautious when using this website. 0.740
I30. It is risky to interact with this website. 0.868
Trust 1.101 3.238 0.842
 I31. I expect this website will not take advantage of me. 0.827
I32. I believe this website is trustworthy. 0.543
 I33. I believe this website will not act in a way that harms me. 0.693
I34. I trust this website.*** 0.409
* Produced a factor loading of 0.505 with the Honesty/Expertise grouping.
** Produced a factor loading of 0.686 with the Reputation grouping.
*** Produced a factor loading of 0.466 with the Honesty/Expertise grouping.
Table 1 Factor loadings for constructs of the website trust model
The CFA analysis of the 18-item model on the 98 holdout sample contained encouraging results.  Although the chi-square
value of 163.904 has a significance of p = 0.005, its chi-square to degrees of freedom ratio of 1.366 is well below the
recommended threshold of 3.0 (Einwiller, 2003).  Values of 0.849, 0.785, 0.968, 0.891, and 0.040 for the GFI, AGFI, CFI,
NFI and RMR, respectively, show mixed results in the overall model fit.  Although the holdout sample was randomly chosen
from the experimental data set, it appeared that some differences had surfaced in the way those observations had reflected the
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model’s components. Additionally, although no residual covariances were abnormal, a few items did witness modification
indices greater than 5.0 indicating they could be deleted.  Interestingly, when further model respecification was attempted by
dropping these questions, the dropping of items 16 and 30 each produced covariance matrices that rendered their resulting
models invalid. Evidently, their free parameters are indispensable in producing a non-contradictory model.  However,
dropping items 6 and 19 resulted in a valid model of 16 questionnaire items.  This final CFA model (run on the holdout
sample) evinced improved goodness-of-fit statistics.  We then tested this 16-item model on the original set of 111 cases to
ensure that our additional modifications still  produced a good fit  to those data. Table 2 shows the CFA factor loadings and
goodness-of-fit statistics for both samples and Cronbach alpha reliability coefficients computed for each factor on the entire
set of 209 observations.
It is interesting to note from Table 2 that item 26 shows a relatively weak factor loading of 0.61 with the original CFA data
set and item 16 shows a loading of 0.576 with the holdout sample.  Both items exhibit strong loadings in their alternative
runs.  It indicates the need for deeper analysis of their factors in subsequent research. It should be noted that estimated
correlations between model factors run over the entire data set support the possibility of a higher order factor structure.  In
fact, all three pairwise correlations between the website Credibility substructures are greater than 0.706.  This may warrant
the investigation of Credibility as a second order factor, as more data are collected to test this model.  That possibility is
reinforced by the relatively low reliability coefficient of 0.70 achieved for the Predictability component.
Construct and Factor      Factor Cronbach’s
component items loading (i) loading (ii) alpha
Honesty 0.803
 I1. 0.703 0.714
 I3. 0.891 0.801
(Expertise)
 I9. 0.734 0.754
Reputation 0.919
 I12. 0.927 0.911
 I13. 0.900 0.947
Predictability 0.700
 I14. 0.845 0.821
 I16. 0.738 0.576
Perceived ease of use 0.939
I20. 0.889 0.925
 I21. 0.896 0.937
    I23. 0.928 0.928
Risk 0.889
 I26. 0.609 0.830
 I27. 0.789 0.850
 I29. 0.799 0.776
 I30. 0.990 0.907
Trust 0.871
 I32. 0.861 0.835
 I34. 0.871 0.963
Model fit measure Recommended value (i) First data sample (ii) Holdout sample
Chi-Square p > 0.05 78.285 (p = 0.784) 112.814 (p = 0.045)
Chi-Square/df < 3.0 0.880 1.268
Goodness of Fit Index (GFI) > 0.90 0.923 0.879
Adjusted Goodness of Fit Index (AGFI) > 0.80 0.883 0.815
Comparative Fit Index (CFI) > 0.90 1.000 0.980
Normed Fit Index (NFI) > 0.90 0.939 0.914
Root Mean Square Residual (RMR) < 0.05 0.031 0.037
Table 2 CFA results for (i) first data sample and (ii) holdout sample
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DISCUSSION
In the exploratory factor analysis we found the unexpected result that honesty and expertise loaded together. A possible
explanation of why participants did not distinguish them is that several of the honesty and expertise items revolve around the
quality of information, for example I1 and I6. Indeed, good information that users can trust needs to be both truthful and
competent. If one of those characteristics is missing, the value of the information is lessened, or nullified. Consider a
description of a sale item on an auction website. The user might be convinced of the truthfulness of the information because
of peer evaluations, but if the technical description of the item is poor, then the user is unlikely to buy it. Thus, honest and
expert information jointly support the user’s perception of the value of the information.
Another unexpected result in the exploratory factor analysis was that the final item I34 loaded on both the trust factor and the
honesty/expertise factor. This may be explained by the relationships in the website trust model where honesty and expertise
are positively related antecedents to trust. High honesty and expertise are elements of credibility, and there is a strong
relationship between finding an object credible and accepting it as trustworthy (Fogg and Tseng, 1999). It is worthwhile to
note that another antecedent of trust in the model, risk, is not likely to be conflated with trust because the relationship is
negative. High risk is associated with low trust.
Turning to the confirmatory factor analysis, we speculate on why certain items were dropped and others retained. In the
honesty/expertise factor the items on truthfulness and believability of information remained but the ones on dependability,
integrity, and honesty did not. First, the dependability item may have been ill-chosen due to its ambiguity. Lack of
dependability of information and products could be considered a lack of honesty, but it also could have been viewed as a lack
of skill or quality control without necessarily imputing lack of honesty.
Second, items about website integrity (I2) and website honesty (I5) were removed. An explanation of this phenomenon might
be that these items are stated in a global manner, referring to an entire website, rather than about specific information or
products on a website. It is likely that Gefen et al. (2003a) correctly suggest that global concepts, such as website integrity,
fail to consistently capture individuals’ perceptions in this area. This explanation is supported by the similar phenomenon
occurring in the predictability factor. Several of the items that were dropped focused on the predictability of the website
globally, e.g., I17. By contrast, the three items that survived in the CFA were more limited, where the content was “expected”
and “predictable” or the interaction with the website had “no surprises.”
The perceived ease of use factor also yielded an unexpected result in the CFA. I22 was eliminated. We believe that a likely
explanation is the context of the item. The item was originally designed for the context of learning to carry out tasks in new
software applications. Our participants were experienced web users and may have answered the item quite differently from
the way neophytes would have answered it.
In this work we have attempted to make some modest improvements in the way that studies of website trust have typically
been done. First, we value versatile tools that are not subject or site specific. Therefore, we made our items general enough to
apply to both informational and transactional web settings. Second, we attempted to make some improvement in
experimental design. Often website trust has been studied and conclusions drawn using a single website. We based our tool
validation on two consumer websites in different industries. This is a step toward generalizability, strengthening the external
validity of the instrument. In addition, we attempted to avoid confounds by having the participants visit sites and carry out
several hands-on tasks before answering our survey. This reduces the danger of participants being unable to answer
accurately, as may happen in a retrospective study in which the participants are instructed to recall past website interactions.
Finally, in our analysis we used the method of splitting the data for the CFA. This allows researchers to carry out a CFA on
one sample, making changes as indicated by the statistical outcomes, but holding back another sample to evaluate the fit of
the changed model. This is a known method but appears to be underused. We believe that this technique can be put to good
use in CFA.
CONCLUSION AND FUTURE RESEARCH
In this paper we have presented an instrument for measuring the components of a model of online trust of an individual
towards a given website. We have shown the convergent and discriminant validity of the instrument, with the process of CFA
assuring the unidimensionality of the instrument components.
Our current research suggests possible directions for further investigation. One avenue is an examination of credibility as a
second order factor. This would necessitate replicating our research on an enlarged sample size. A second avenue is to
conduct experiments using different types of websites as the outcome may differ from the results reported in this paper.
Ultimately, the greater hope is that repeated testing and confirmation of our theory-based instrument will establish a tool
useful for empirically researching online trust and supporting effective web use.
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